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How to Use This Field Guide

The maps are intentionally designed as working tools. Start with the situation in front of you, follow
the branches that match the context, and use the map to improve the questions asked before

choosing an action.

Start with the context

Identify the user, workflow, change, failure, risk, or decision that triggered the need for investigation.

Scan before diving deep

Review every primary branch once. The missed branch is often where the highest-value question is
hiding.

Follow evidence, not assumptions

Use traces, logs, data, API responses, metrics, production signals, and business context to narrow the

problem.

Prioritize by impact and uncertainty

Test or investigate first where customer impact, business risk, technical uncertainty, and detectability

combine.

Finish with a decision

A useful QA activity should reduce uncertainty and support an action: fix, test, release, monitor,

escalate, refactor, or learn.

A simple working loop
UNDERSTAND — DISCOVER — DESIGN — TEST — DIAGNOSE — DECIDE — LEARN

Use only the branches that add signal. The map supports judgment; the context determines the decision.
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Failure Diagnosis and Reliability

Diagnose unstable behavior, isolate root causes, and improve reliability before failures become
recurring noise.
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MAP 001 OF 100 01 FAILURE DIAGNOSIS AND RELIABILITY

Test Failure Triage Map

From failed run to the right next action

: Reproduce
» Next Action Capy oy reke sl =, Application Defect
What's the right ' g " Is it a product issue?
next step?
Local?
Raise defact T  — -¢- Business rule broken
only?
Fix test . CJ Ul broken
Intermittent?

Quarantine temporarily <[> APlissue
Manual repro?

0 Validation issue

R O %% @

Improve observability

Business Impact / Automation Defect
. Is the test at fault?
How much does it matter? '

I\ Critical path? R Locatorissue

°
18%  Customer-facing? I est Wrong assertion
||I Release blocker? Fai Ied E Script logic

@ Can defer? 'ﬂ Bad test setup

Understand « Triage
Decide « Act

E Evidence to Check Data/State ;
What can tell you more? Is the data or state the issue?

o E Trace E Bad seed data
—e E Screenshot ® Expired data
Timing / Sync 8\ Environment / Infra —
i ] State leakage
e ’ Video Is it a timing issue? L Is it the environment? = -
= E Logs i=  Order dependency
g Wiait issue D Browser issue
— all  Network
; s Async race = Resource shortage
“—e >_ Console
m Slow load ¢ Config mismatch
N Animation / debounce . Third-party outage
QA Decision Maps * Practical Thinking Tools
Manjunath NP | @ manjunathnp.in | 0 manjunathnp | m Manjunath NP
QA DECISION MAP 001 Test Failure Triage Map
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MAP 002 OF 100 01 FAILURE DIAGNOSIS AND RELIABILITY

Flaky Test Root-Cause Map

Find the real cause behind unstable tests

@ Timing
Prevention 0 Locators

B Waitissue /Q
| ~» «/> Dynamic DOM
@ Stable locators e /> Dy
Non-uni tch
S Isolated data R P X Non-unigue matc|
© Observability & Delayed AP & Hidden element
f :
&3 Retry last - not first Ul redesign
@ Concurrency Shared State

Al Parallel conflict S  Test pollution
B  File lock M Unclean teardown

2 Shared account Te st &+ Session carryover

& Rate limiting Oborvate Isiate dProve’ ¢® Order dependency
Prevent
External Dependencies e Data
& Third-party API B Random collisions
Email/SMS dependency (@® Expired data
- [} : :
P Feature flags 9 App Behavior Environment ¥ Unstable fixtures
Mocking gaps Timezone / locale

® P Animation & Clload ®

N\ Debounce ™ Browser version

&7 Asyncsave % Network variability

S Eventual consistency & Infra instability

QA Decision Maps + Practical Thinking Tools
Manjunath NP | @ manjunathnp.in | Q manjunathnp | [l Manjunath NP
QA DECISION MAP 002 Flaky Test Root-Cause Map
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01 FAILURE DIAGNOSIS AND RELIABILITY

Bug Escape Investigation Map

Understand why the defect escaped and prevent repeat

. o Where Introduced
(PP Prevention

; ( .“ |:. Why Not Detected

- a Requirement gap

| _ ;

I New tests o

| A - #* Design gap E Missing test

~+ & Better observability :

| <[> Code defect O Weak assertion

f~ B Definition of done

l & Bad data coverage
o Shift-left review a Config / release issue -

| = Wrong environment
& Production safeguards =

) Coverage Gap
Business Impact '
H = [4 Functional
S Revenue Es pe d — & Integration
£¥ Operations f — @ Negative path
@ Compliance De eCt < & Role/ permission
: Trace * Learn « Improve
W Reputation Brabort — @ Non-functional
Customer Impact e Signal Gap

2  Who was affected? i
- H
® Root Cause Pattern B Logsmissing
A Severity a -Q\- Monitoring weak
Human assumption
P
%o Frequency A Alert absent
= E Time pressure
& Trustimpact s Review missed
#¥ Poor testability
B Communication gap
QA Decision Maps « Practical Thinking Tools
Manjunath NP | @ manjunathnp.in | O manjunathnp | m Manjunath NP
QA DECISION MAP 003 Bug Escape Investigation Map
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MAP 004 OF 100
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01 FAILURE DIAGNOSIS AND RELIABILITY

CI-Only Failure Investigation Map

When it fails only in Cl, isolate what is different

Next Action

Fix environment

Fix test

Isolate data

R
3
i)
g
:

Match container
Same command

Same shard

Qwoes

Repeat run

Improve observability

Artifacts

Trace

Logs
Screenshots
Videos

Network output

Config

Base URL
Secrets
Feature flags

Cl overrides

|
CI-Only

Failure

@ Timing

Slower execution
Startup lag
Network latency

Race conditions

QW >» Vv pd

QA DECISION MAP 004

QA Decision Maps + Practical Thinking Tools
Manjunath NP | €8) manjunathnpin | ) manjunathnp

Manjunath N P | manjunathnp.in | github.com/manjunathnp | linkedin.com/in/manjunathnp

# Environment

[ Os/image

B} Browser version

@ Runtime version

<[> Envvars

0 Resources

| N (=2 e

CPU pressure
Memory pressure
Disk

Shared runners

9 Parallelism

B M 1t b

Shared account

Port conflict
Data collision
File lock

m Manjunath NP
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MAP 005 OF 100 01 FAILURE DIAGNOSIS AND RELIABILITY

False Failure vs Real Defect Decision Map

Separate product problems from misleading automation signals

Q Manual Repro
Decision ﬁ Product Evidence

Reproducible?

@ Product defect g e L] ulwrong
| a Automation defect Same envirenment? ¢[> APl wrong
[=_-} B .
= Infraissue Samarola? Business rule wrong
: a More evidence Data wrong

Test Evidence

e Customer Impact
!

s Check

@ User blocked? k Assertion issue
@ Wrong result? F a i I e d X Locator issue
S Datarisk? E Setup issue
6

ﬂ Cleanup issue

r—r—r—r@ f_I_I_FQ e

0 Confidence Environment
8% Multiple signals A\ Outage
B Logsagree @ Consistency o Network
® Resource pressure
an 'ndependent check 9 Always fails fh P
o " ’

s Known change e o=  Config drift

m Cl only

D Browser specific

QA Decision Maps « Practical Thinking Tools
Manjunath NP | @ manjunathnp.in | O manjunathnp | m Manjunath NP
QA DECISION MAP 005 False Failure vs Real Defect Decision Map
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MAP 006 OF 100 01 FAILURE DIAGNOSIS AND RELIABILITY

Test Data Failure Investigation Map

Find whether bad data is causing bad test results

Q Existence
PP Next Action @ Vvalidity

B Record present?
& Reseed @ Deleted? Required fields
@ Isolate & Archived? <[> Format
P Regenerate 1L Correct tenant? = Range
£  Fix setup logic Referential integrity

&
E i doree 0 Freshness

Expired token
Request payload 2 2
] Stale record
& DB snapshot
- 4 Data-Related o T
Fixture logs H
a Pk 2 Fallu re e Rotated secret
d» APlresponse
e Uniqueness
2 Duplicate user
State .
@ ﬁ Environment El ReusedD
@ Already consumed & Colksion
S Wrong DB
o0
A P an Shared account
% Wrong seed set
Partial set
0 I i £3 Synclag
M Dirty teard
i R 5 Migration mismatch
QA Decision Maps * Practical Thinking Tools
Manjunath NP | €FB manjunathnpin | €} manjunathnp | [} Manjunath NP
QA DECISION MAP 006 Test Data Failure Investigation Map
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01 FAILURE DIAGNOSIS AND RELIABILITY

Test Pollution & State Leakage
Investigation Map

Detect when one test changes another test's outcome

L)
22 Shared Data @ Shared Browser === Shared Backend
& Sameuser @ Cookies S Persistent DB state
W Same cart = Local storage E Queue state
B8 Same account @ Session storage N Feature flags
B Same record Cache B Locks
Prevention
Order Dependence
:@- Fresh context |
2 & @ Passes alone
Unique data

Id State Q Fails in suite
empotent cleanup k é) : e
epen
Isolation Lea age

W R
B QDb

Evidence Cleanup

P Runisolated @ Barsiclist W Missing teardown
24 Shuffle order & Partial cleanup
o [(y Cross-worker collision @ Aeneiearnp
B Inspect state 8 Shaedresource A\ Failed cleanup
’v Race
a8% Contention

QA Decision Maps « Practical Thinking Tools

Manjunath NP | @ manjunathnp.in | O manjunathnp | m Manjunath NP

QA DECISION MAP 007 Test Pollution and State Leakage Investigation Map
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MAP 008 OF 100

01 FAILURE DIAGNOSIS AND RELIABILITY

Race Condition Investigation Map

Track failures caused by competing or out-of-order events

| Fix Direction

&3 Synchronize
@ Await state
ﬂ Lock/serialize

Design idempotency

@ Business Risk

Duplicate action
Lost update
Wrong state

Inconsistent result

Reproduction

@ 20> @

Delay injection
Parallel run

Repeat loop

g g g oy
P QN

Slow network

o Trigger
S,

Parallel actions
Async save

4 Event delivery

0 &o1

Ul updates

i@!

Race
Condition

é
Evidence
— e Timeline
— = Trace
= @ Timestamps
— & Network
~ B Eventlogs

QA Decision Maps + Practical Thinking Tools
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r
& iii e BB @
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@ Ordering

Response before render
/> Event before listener
Cleanup too early

Retry averlap

Shared Resource

File
Record
Session
Queue

Cache

Timing Signal

Intermittent
Load-sensitive
Cl-heavy

Fast-local

Manjunath NP | @ manjunathnp.in | 0 manjunathnp | m Manjunath NP

QA DECISION MAP 008
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01 FAILURE DIAGNOSIS AND RELIABILITY

Timeout Root-Cause Investigation Map

Treat timeouts as symptoms, not diagnoses

A— b @ Network =N
|ﬂ- Application - . (&8 Backend
— @ Latency ! 2 L
sl d ' =
@R Slow render DNS &= Slowquery
</> Long computation P Poxy & Queue backlog
@ Deadlock all  Packet loss o« Downstream dependency
00 Infinite wait & Third-party slowness (D Cold start
Decision e Test
Fix product Wrong wait
Fix wait Impossible condition

Tune timeout Hidden modal

E

3OO

Escalate dependency Stale assumption

[

Environment

Evidence H

@ b#@\o

~ Trace # CPU
gl Timing metrics Threshold ) Memory
E Server logs cb Too short "".. Cl contention
S DB query time @ Global timeout misuse ) Browser startup

£  Layer mismatch

O SLA context

QA Decision Maps + Practical Thinking Tools
Manjunath NP @ manjunathnp.in | o manjunathnp | m Manjunath NP
QA DECISION MAP 009 Timeout Root-Cause Investigation Map
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MAP 010 OF 100

01 FAILURE DIAGNOSIS AND RELIABILITY

Retry vs Fix Decision Map

Know when a retry is resilience and when it hides instability

2
o
E
3
w
3

Failure Type

v £ Same input same result?
& Transient infra O Intermittent?
() Ratelimit »”  Load-sensitive?
S  Eventual consistency s Random?

<[> Testdefect

e Use Retry When '
[ ]

Known transient

© ]

g Bounded attempts Fa I I u re
o}

©

Backof Repeats?

Observable

v a Business Behavior
QC\ % r

2 Product itself retries?
2+ User can retry?

o Operation safe?

0 Idempotency

Safe repeat?
Duplicate risk?

Side effect?

B &P Q

Payment risk?

e Evidence

Q Root cause known?

% cmm
@ Fix Instead When Cost gl Metrics available?

Test bug
Product bug

Unknown cause

O & %
a § B O

Persistent failure

QA Decision Maps # Practical Thinking Tools

Extra runtime #"  Retry pattern visible?
Hidden defects
Flake masking

Pipeline delay
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Requirements Test Designh and Coverage

Turn requirements, business rules, data, states, and ambiguity into deliberate, risk-aware test

coverage.
011 User Story to Test Thinking Map
012 Requirement Ambiguity Discovery Map
013 Business Rule to Test Scenarios Map
014 Boundary and Extreme Condition Discovery Map
015 State Transition Test Thinking Map
016 Negative Testing Discovery Map
017 Role and Permission Test Design Map
018 Interrupted Workflow and Recovery Map
019 Test Data Scenario Design Map
020 Change Impact to Test Coverage Map
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MAP 011 OF 100 02 REQUIREMENTS TEST DESIGN AND COVERAGE

User Story to Test Thinking Map

Turn requirements into meaningful testing ideas

Goal / Workflow ; .
8% User/ Actor £} Automation Potential
©® Happy path
-

& Primary user = Best layer?

j&  Alternate path
0 Admin / support role A 0 Stable?

Interrupted path z

G Guest / anonymous * High value?

™ Retry / recover
Ja, Edge personas = s Regression candidate?

Business Rules o Failures / Risks
(B o

@ Vvalidations - ¢? What can break?
2 Eligibility U ser ;& What hurts customers?

Il Thresholds What hurts business?

Story

Understand « Challenge «
Explore = Cover

A, Approval logic

e Dependencies

What is hard to detect?

r—r—r—x—r® o b

© Vvalid
& APl
X Invalid
&=
Database
= K, ¥ - o Missing
: . State & Lifecycle Permissions
& Third-party service S
& Boundary
%4 Notifications o Before action 0 Allowed ltl Duplicate
Q During action 9 Denied
@ Afteraction /& Role-based variations
~ % 7
Ry, REety FRgylsk Q@ Ownership rules
QA Decision Maps « Practical Thinking Tools
Manjunath NP @ manjunathnp.in O rmanjunathnp m Manjunath NP
QA DECISION MAP 011 User Story to Test Thinking Map
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02 REQUIREMENTS TEST DESIGN AND COVERAGE

Requirement Ambiguity Discovery Map

Find what is unclear before ambiguity becomes rework

o Trigger
Actor @ Expected Result

P What starts it?
Who can act? - \/ Exact outcome?
£} Preconditions?
Who cannot? Success definition?
¢ Entry points? @ &=
Role differences? = A Side effects?
Frequency?
Ownership? .‘ Notifications?
Business Rules G Data
e & Required
Thresholds =
~ (O Optional
Exceptions .
Requirement X Invalid
Conflicts
o 0%0 Boundary
Priority rules “» BB Existing state

Dependencies Q Clarify
AP . Failure Behavior ® Ak

Third party Errors ? Example

Feature flags Recovery

B Acceptance rule

owate H»@m@ ops W

Retry °

External approvals am Decision owner

+ QQ P

Partial success

QA Decision Maps * Practical Thinking Tools

Manjunath NP | @4 manjunathnp.in | o manjunathnp | m Manjunath NP

QA DECISION MAP 012 Requirement Ambiguity Discovery Map
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02 REQUIREMENTS TEST DESIGN AND COVERAGE

Business Rule to Test Scenarios Map

Translate business logic into meaningful scenarios

_.E| Inputs e Conditions Jan Actors
v Valid B Ssinglerule & Customer
Q Invalid £ Combined rules QO Admin
@ Missing A Conflicting rules {3 Support
¢ 1 Boundary 1l Priority © Unauthorized user

0 Coverage

Happy

@ New
Negative Bu Si ness : Existing
()

Boundary Suspended
Rule

Exception Completed

Side Effects

© .:o0

€S DBchange Before
Outcomes

A Notification @ Atthreshold
Audit o Accept =) After
&8 Biling € Reject ¥  Expired

A Wamn

‘f Escalate

QA Decision Maps * Practical Thinking Tools
Manjunath NP @ manjunathnp.in | O manjunathnp | m Manjunath NP
QA DECISION MAP 013 Business Rule to Test Scenarios Map
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MAP 014 OF 100 02 REQUIREMENTS TEST DESIGN AND COVERAGE

Boundarlg.& Extreme Condition
iscovery Map

Find defects where normal data stops being normal

% " Length -
& Numeric § _ m Collections
le @

*-2 - . Zero items
A Onechar |
L «” Maxlength -+ & Oneitem
e «=+  Qver max /Ay Many
> Justabove . o
0 e Dates

" Overflow

[ Truncation Boundary
©

Wrong validation

Month end
(3 Yearend
% Leapday

@ Expiry

|
) susiness imie O res

€7 Performance

&8 Credit limit @ Load B Zero-byte

@ Quantity cap 2 Single user 2 Maxsize

€A Threshold i Peak © Unsupported type
S Quota 4 Burst A Corrupt

(® Sustained
QA Decision Maps » Practical Thinking Tools
Manjunath NP ' @ manjunathnp.in | o manjunathnp ' m Manjunath NP
QA DECISION MAP 014 Boundary and Extreme Condition Discovery Map
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MAP 015 OF 100 02 REQUIREMENTS TEST DESIGN AND COVERAGE

State Transition Test Thinking Map

Test how behavior changes as state changes

Valid Moves
States Invalid Moves

=» Expected transitions

af)

b

P Initial Skip state

@ Active & yseriogersd Reverse illegally
Il Suspended ol ot e Repeat action
® Completed Forbidden move

©
«
<
A

o Triggers
R Button
<[> APl call
(p) Event
@© Timer

0 Guards

Every state
Every transition

Invalid transition

@ Coverage

° /
® T [ ] L ]
e ransition \
e Recovery

2 Role
24 Retry =
. =
4 Rollback @ Side Effects £ Datarule
0 Approval
P Resume B Audit
§ Balance
© Cancel ‘ Notification
S DBupdate
E External call
QA Decision Maps * Practical Thinking Tools
Manjunath NP @l manjunathnp.in | o manjunathnp | [} Manjunath NP
QA DECISION MAP 015 State Transition Test Thinking Map
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02 REQUIREMENTS TEST DESIGN AND COVERAGE

Negative Testing Discovery Map

Design failures deliberatelly instead of waiting to find them

Input

Missing
Invalid
Malformed

Unexpected

Expected Failure

O cio@

@ Clear error
@ Safe state
% No data loss
3 Recoverable

9 User Behavior

E Double click

Refresh

Close tab

QaQ>

Retry

Manjunath NP | @ manjunathnp.in | 0 manjunathnp

QA DECISION MAP 016

@ Sequence

+«» Wrong order

% Repeat action
PN Skip step
)

Back navigation

What Can
Go Wrong?

Capacity

() Limit exceeded
» (©® Ratelimit

Q Storage full

O Quota

QA Decision Maps * Practical Thinking Tools
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a) Permission

B © B Yo

Wrong role
No ownership
Expired access

Cross-tenant

e Dependency

% W O

°

Timeout
500
Partial response

Unavailable service

e State

DU - = Q)

Already completed
Deleted
Locked

Stale

m Manjunath NP

Negative Testing Discovery Map
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02 REQUIREMENTS TEST DESIGN AND COVERAGE

Role & Permission Test Design Map

Test access boundaries, not just successful login

b
Actors Resource

_ Q Actions
; L
& Guest & Own @ View
L User -~ sah Other user's © Create
~ imp Team :
o Manager ‘ i ¢ Edit
@ Admin @ iches @ Delete
0 Risk @ Boundaries
a Pri < Cross-tenant
rivacy
& Cross-rol
A Fraud Access & ross-role
L CtE Control Al
% Reputation ¢ Direct URL/API
Evidence State
Status Active
© @ Ul vs API ©
B Auditlog @ suspended
& Hidden button )
g Data unchanged @ Expired
@ Blocked endpoint =
@ Noleakage = M Removed
== Server enforcement
A Error
QA Decision Maps « Practical Thinking Tools
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MAP 018 OF 100 02 REQUIREMENTS TEST DESIGN AND COVERAGE

Interrupted Workflow & Recovery Map

Test what happens when users cannot finish a journey cleanly

¥ : System Failure
PP Interruptions o y & User Return
APl timeout
£ Refresh O P Resume
A 500
X Closetab &7 Restart
&3 Service restart
€ Back button [ Duplicate action
= Queue delay
% Network loss A Stalestate
Business/Customer Risk
Impact '
.
say Customer frustration A Dataloss
v Lost revenue I nterru pted ) Consistent failure
oIl Reputation damage FlOW #F Security exposure
@ Churn risk o Compliance issue
3 -
a Evidence Data
S DB state @ Payments B Partial save
B Logs B Charged? 9 Rollback
B Audit O Retried? ¢ Orphan record
‘ Motifications 4+ Refunded? |a Duplicate record
@ Idempotent?

QA Decision Maps * Practical Thinking Tools
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MAP 019 OF 100 02 REQUIREMENTS TEST DESIGN AND COVERAGE

Test Data Scenario Design Map

Choose data that exposes meaningful behavior

N Boundaries ; :
e Validity & Relationships
4 Min
0 Valid g\ Parent-child
4+ M
Invalid Duplicat
6 nvali ¥ Below fi] uplicate
Missing Orphan
) % &
A Malformed ;!‘ Shared ownership
Maintainability G States

Deterministic

0 MNew

P Active
e Expired
O Closed

Reusable

Isolated

o 290

Easy cleanup

Privacy 9 Personas
i Q

A Synthetic - Standard

&  Masked * Premium
i a Least data a Restricted
. a No secrets . Admin

Jdl  Large
QA Decision Maps + Practical Thinking Tools
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02 REQUIREMENTS TEST DESIGN AND COVERAGE

Change Impact to Test Coverage Map

Turn code or requirement changes into focused regression

[G]
|...|

o> 0

© ==

& Customer usage
S Revenue

B Security

By Compliance

ﬁ Evidence

/> Diff
Architecture

Incident history

PR
R © S

Analytics

Changed Area @ Direct Impact

ul :-: Primary flow
API o Validation
Business rule A Error path
Data model a3 Roles

@ Indirect Impact

9 Shared component

& Common service

a Cache

() Events

_ e Data Impact
A Schem
Coverage Decision @ Dependencies B
=1 Migration

[
[ Mustrun 1 Upstream =* Defaults
-@ Targeted J Downstream S Existing records
Q Exploratory & Third-party
Q@ Defer B contract
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Automation Strategy and Architecture

Make better automation choices across scope, architecture, isolation, maintenance cost, and

test-layer placement.
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Automation Maintenance Decision Map
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Shared Setup vs Independent Setup Decision Map

Keep Refactor Replace or Delete Test Map
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03 AUTOMATION STRATEGY AND ARCHITECTURE

What Should | Automate? Decision Map

Choose automation where it creates real value

Business Value

Critical flow
Revenue impact
Frequent use

Release confidence

Risk

High failure cost
Compliance risk
Customer-facing risk

Integration risk

Best Test Layer

Unit
Component
API

ul

Monitoring

cs0n®

Not Good for
Automation

One-off check
Exploratory need
Visual nuance

Unclear expected result

QA DECISION MAP 021

Repetition

Run often
Cross-browser

<[> Regression need

g Multi-data execution

QA Decision Maps + Practical Thinking Tools

Stable UI/API?
Changing often?
Testability ready?

Predictable outcome?

o Maintenance Cost

@ Automate later
X Keep manual

Q Refactor app first

Locator churn

Automation & Setup complexity
Candidate S Datasetup cost
Value + Risk « Cost  Fit &b Infracost
9 Value vs Cost
" High value / Low cost
&8  Medium value / Medium cost
Decision
A Low value / High cost
P Automate now £¥  Reconsider / Redesign
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MAP 022 OF 100 03 AUTOMATION STRATEGY AND ARCHITECTURE

Where Should This Test Live?

Choose the right test layer for speed, value, and confidence

Component

<[> unit Q APl / Service
L] Ul component behavior B Business rules
0 Pure logic
c State rendering d) Contracts
E Calculations
I=  Prop variations 0 Authorization
Q) validation rules
k Interaction logic 5 Data integrity
, Fast feedback
(A Faster than Ul
Production Monitoring Integration

Synthetic checks

Health checks TeSt

¢ Service interactions

-
= DB+AFI
Real user signals ‘ ea :-: Evant ot
Alerting Layer » Speed -« Signal + . ;
- tem boundaries
Confidence G s :

@ »he €

Ul / E2E () Guiding Principle
[ ] vy . -
e Critical user journeys o Common Mistake @ Lowest effective layer
Cross-system flow
s 4 ¥ Toomuchul * Highest business value
o Workflow confidence -
|E| Duplicate coverage 513 Balanced test portfolio

o Final user check @ Slow pipeline

Jall  Low signal

A Better Testing QA Decision Maps * Practical Thinking Tools e®e Quality Today

Brighter Products Happy Tomorrow
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MAP 023 OF 100 03 AUTOMATION STRATEGY AND ARCHITECTURE

Automation Maintenance Decision Map
When a test hurts more than it helps, decide wisely

Failure Pattern
Still Valuable? o How does it fail? i"* Maintenance Cause

Does it still add value? Why does it need maintenance?

x Always failing
Covers critical flow & Locator churn
N Flaky
Unique signal § Poor abstraction
@ Slow -
Used in release gates = Data setup pain
¥ Hard to debug
Business importance & Environment dependency

Possible Actions
What can we do?

Risk of Removal

What could we lose?

@ b2Q@e ¥

I\ Coverage gap L) = ¥ Repair test
® Hidden regressions EXIStlng e ¢[> Refactor design
. Automated SNy
Critical customer journe - ove to ayer
- Lk Test =
G Audit / compliance need Value + Cost » Signal » - 3= Reduce scope
Decision — m Delete test
E Decislon Testability Improvements
What's the right move? P 1
How can we make it better?
& Keepand improve Cost vs Signal
Is it worth the cost? EN stable IDs
< Repl s} I
— Replace at better layer
E Execution cost E Better logs
@ Quarantine short-term -
@ Debug time == Seededdata
Retire responsibl
ﬁ E y imy Review effort ﬁ Mock dependencies
#fi Confidence gained
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03 AUTOMATION STRATEGY AND ARCHITECTURE

Ul vs API Automation Decision Map

Choose the layer that gives the strongest signal for the lowest cost

@ Need to Validate

Speed 11 il aavie? § stability
4  Fast feedback B Business rule 23 Ulchurn
@®© Pipeline time ¢ Integration © APIstability
A5 Parallel scale S Data & Data dependency
S  Setupcost & Environment

Customer Realism

o

@ Debuggability

Visual flow Clear failure

Automation
Layer

Browser behavior Traceability

Server behavior Logs

Contract

| N T
m e 0 o

Q% p

Repro

Maintenance @ Coverage
e Decision
Locators
ul
API

@

Breadth

Contracts Depth

Test data Negative cases

Abstractions Hybrid

£ 1 % U]
“ omro

o ox

Edge data
Lower layer

“ S oQ

— — QA Decision Maps + Practical Thinking Tools
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03 AUTOMATION STRATEGY AND ARCHITECTURE

Automation Signal vs Maintenance Cost Map

Keep tests that earn their place in the suite

((')) Signal G Frequency Q- Maintenance

0 Critical defect detection <[> Every commit ’ Locator churn
» -&} Unique coverage Daily E Data setup
, Fast diagnosis f Release-only & Infra dependence
o Release confidence € Rare m Review effort
@ Business Risk @ Decision
@ Revenue v @ Keep
I T
=  Customer est 4 Improve
@ Ssecurity va Iu e L Move layer
E Compliance 'ﬁ Retire
@ Runtime e Redundancy
& Seconds o Flakiness @ VUnique
G) Minutes 0 Stable [() Duplicated
A\ Bottleneck N Intermittent & Covered lower
lil Parallelizable £ Environment-sensitive © Obsolete
e Unknown
QA Decision Maps + Practical Thinking Tools
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MAP 026 OF 100 03 AUTOMATION STRATEGY AND ARCHITECTURE

Mock vs Real Dependency Decision Map

Balance realism, control, speed, and failure coverage

@ Purpose @ Real Dependency ﬁ Mock
B Contract N atiealis Deterministic
£¥ Businessrule ©  Reallatency Fast
CJ Ul behavior A Realfailures Edge cases
say Shared risk
0 End-to-end confidence - il Isolated

o Business Impact JAN) Contract Risk
Al Revenue / growth i Drift

Customer satisfaction Dependency

Brand reputation ChOice

Schema mismatch

Behavior mismatch

OTlllll!-C. “we -3

Time to market Version change

Decision e Data Control

v/ Mock S  Seedability
- . [ =] -

S Real @ Failure Testing Environment 8 rrvacy
® Hybrid X Timeout & Availability 4 Repeatability
O contract test & 500 S Cost W Cleanup

A Malformed A\ Rate limits

) Slow response Q stability

QA Decision Maps * Practical Thinking Tools
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MAP 027 OF 100 03 AUTOMATION STRATEGY AND ARCHITECTURE

Test Isolation Desige Map

Design tests so one run cannot poison another

@ Browser e Data — Backend
; . ; -

B Fresh context a Unique user - BR Namespace
- @ Cookies B Unique record . sa%  Tenant

S Storage L Seed per test . 4 Transaction

il I
Q Cache [ Cleantp f s Reset
0 Check ° External
P Runalone &9 Mock
32  Run shuffled Test & Dedicated account
il Run parallel I ] & Sandbox
Isolation

g Repeat i Stub

Parallelism

¢® No shared IDs

"
-]
£
o

=

] InNdependent preconditions

Teardown

BB No shared files &[> APIsetup

Idempotent cleanup

2 No shared mutable state ﬁ Deterministic fixtures

Failure-safe
Async completion

Verification

006@@
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MAP 028 OF 100

03 AUTOMATION STRATEGY AND ARCHITECTURE

Parallel Execution Readiness Map

Know when a suite is truly safe to run concurrently

° Shared Infra

Accounts
Records

Fixtures

H I D

Counters

0 Business Impact

a2+ Customer impact

ol Revenue & SLAs
A
©

@ Evidence

E Shuffle

Operational risk

Time to market

Stress parallel
Repeat

Monitor collisions

d Q D ®

Shared Data

GG!‘:V@

0 il @ <

Ports
Files
Queues

Devices

Parallel

Ready?

Decision

Parallel now
Limit workers
Isolate first

Keep serial

QA Decision Maps * Practical Thinking Tools

Isolation

Context
Tenant

MNamespace

BXPEP

Temp paths

P E O %

&

<

o Ordering

Hidden dependency
Global setup
Cleanup sequence

State assumptions

ate Limits

R
4 APl guotas
2 Login caps
@ Third-party limits
S DB pool

Resources

{¥ cru
3 Memory

B3 Browser count
L]

s Worker capacity
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03 AUTOMATION STRATEGY AND ARCHITECTURE

Shared Setup vs Independoent Setup
Decision Map

Choose convenience without creating hidden coupling

Q -
Pp  Shared Setup Benefits A\ Shared Setup Risks

Faster Coupling

"g', Worker

Less duplication State leakage
e =8 it 9
Expensive initialization Order dependence

am  Environment
o

QO W~

Stable baseline Hard recovery

@ Decision

Independent Benefits

e QN0

+/ Share immutable o Isolation

® Isolate mutable = Clear ownership
E Cache safely g Easy retries

#~ Refactor (Il Parallel safety

Failure Recovery : e Independent Costs
®~

© Can one setup failure & More setup

block all? g Immutable?

(© Longer runtime

~

s Can tests recreate state? %> Mutable? T
—
®  per-test?
£ & More AP calls
N Shared reference?

QA Decision Maps » Practical Thinking Tools
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MAP 030 OF 100 03 AUTOMATION STRATEGY AND ARCHITECTURE

Keep, Refactor, Replace or Delete Test Map

Make maintenance decisions based on signal, not attachment

e Decision

% Value @2  Health
° Keep
0 Critical coverage P Rt ﬂ Stable
@ Unigue signal £4 Replace A Flaky
Release use e Slow
f 5 = [@ Delete @
2 Customerrisk @ Hardtodebug
@ Cost e Redundancy
[ Duplicate
@ Runtime
J Covered lower
X Maintenance hours Exi l n g S5 it
&8 Clload
= T t © Obsolete
S Review effort €s

@ Design
0 Brittle locator
‘1‘ Poor abstraction
O Risk of Removal @ Alternatives a Heavy setup

S o si T ¢ Tight coupling
(@ Compliance <[> Unittest
€5  Incident history [z Monitoring
T3 Critical flow & Exploratory
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Playwright Engineering Decisions

Apply practical engineering judgment to Playwright locators, waiting, fixtures, state, parallelism,
tracing, and abstractions.
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MAP 031 OF 100 04 PLAYWRIGHT ENGINEERING DECISIONS

Playwright Locator Selection Decigion Map

Choose resilient locators that reflect how users interact

TestID
Preferred o Y Filter

[ ]
=Y
-i- o Stable contract
2 Role Aa Has text
- Non-user-facing element
@ Label : @ 9 Has locator
L alls *
- Team convention
Placeholder | - -@ Exact match
“ ynamic Ul = .
T Text L " {@ Scoped region

@ Business Impact

all Customer experience

@ Chaining

&y Parent region
@ Repeated component

Conversion & retention

Revenue & growth EH Table row

) Dpialog

Time to value

Decision

@ o R

Semantic locator

Test ID

@
= -}
Scoped CSS fallback @ Dynamic Ul Check

@ Britle CSS
<[> Deep DOM path

ﬂ- Generated classes

O
|

=TT
"CQ €.

Refactor markup X Wait via assertion ® Unique? B Fragile XPath
@ Scope correctly O Stable?
@ Avoid index reliance © User-visible?
A Use state 6 Accessible?

——————— QA Decision Maps * Practical Thinking Tools
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MAP 032 OF 100 04 PLAYWRIGHT ENGINEERING DECISIONS

Playwright Waiting Strategy Map

Wait for meaningful state instead of arbitrary time

@ Ul State
Decision

o Navigation
© \Visible
t 0 Web-first assertion ® Hidden URL
@ Event wait @ Enablet Load state
— ¥ Poll state P o Route completion
ﬁ Product fix New page
0 Evidence e Network
B Trace 4} Response
2% Network timing =» Request
Console @ AP| state
WF Appstate ¢® Eventual consistency
@ Avoid e Data State
{i} Auto-Wait
Fixed sleep Record exists

-l
)4 3 S
Actionability
? Guessing duration Q@ status changed
£ | ocator retry
o Excessive global timeout = # Count updated
Assertion retry
& Busy loops © @ Save complete
=<J Navigation handling
QA Decision Maps « Practical Thinking Tools
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MAP 033 OF 100 04 PLAYWRIGHT ENGINEERING DECISIONS

Playwright Fixture Design Map

Use fixtures to express reusable test context without hidden magic

@ Purpose

PP Decision 3 Setup resource

&
[d
8
o
"]

¢ Provide dependency

’- Fixture Test
f Helper W Teardown Worker
(@® beforeEach D Isolation Project
B Explicit setup Global
@ Smells e Data

Y
©@ moPp

Too much setup

Hidden side effects

Fixture

Q ;.0
D K DD @ 2 B D

Fresh per test

Shared immutable

Cross-test state Seeded
Over-generalization Unique
e Good Fit Dependencies

@ Lifecycle
- & Auth context o ~» ¢ Fixture chaining
Create
o & AP client ® e 1} Order
Use
e & Testdata = e {"} Optional use
[] eanup
e B2 Page object e 2 Clear ownershi
LRk A\ Failure handling = B
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04 PLAYWRIGHT ENGINEERING DECISIONS

Authentication State Strategy Map

Choose how tests log in without making auth the bottleneck

Ul Login
End-to-end confidence
Slower

Repeated

More brittle

Security

Secrets
Redaction
No committed tokens

Least privilege

Decision

Ul for auth tests
APl/storage for setup
Refresh safely

Separate roles

e Storage State

o

[

o
L
L)

[
i

Strategy

-

Fast reuse
Stable
Needs refresh

Role-specific files

Auth

Expiry
Token lifetime
Session refresh
Rotation

Clock issues

QA Decision Maps « Practical Thinking Tools

10
+

'y
aa-n-m@ >

API Login

Fast setup
Direct
Good for most tests

Backend dependent

Roles

User
Admin
Manager

Restricted

Isolation

Shared state file
Per-worker account
Per-test account

Tenant
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04 PLAYWRIGHT ENGINEERING DECISIONS

Browser Context Isolation Map

Use browser contexts to separate identity, storage, and state

Identity

Different users
Roles

Tenants

SO we

Anonymous

Risk

Shared page
Reused context
Stale auth

Hidden coupling

Decision

New context
Shared browser
Separate page

Separate account

C)Ov+©

e Storage

Cookies
Local storage
Session storage

Permissions

Browser
Context

Lifecycle

Create

Use

Close

Recreate

[

QA Decision Maps « Practical Thinking Tools

o B4 Parallelism
J \& -' =,

Independent sessions
No cookie leak

No cache leak

“w 0 Q=

Separate data

Multi-User
- a Buyer/seller
. & Sender/receiver
- o Admin/user
. 0 Support/customer
Configuration

- @ Locale

9 ® Timezone

M 9 Geolocation

9 0 Permissions
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04 PLAYWRIGHT ENGINEERING DECISIONS

Worker & Parallelism Decision Map

Tune concurrency without trading speed for instability

Q Isolation

Suite Size

Small
Medium
Large

Sharded

e Evidence

o
7'y
13
ail

©

Runtime
Collision rate
Flake rate

Resource metrics

Decision

More workers
Fewer workers
Serial group

Isolate first
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Data-safe
Account-safe
File-safe

Environment-safe

1 X
Fe "))

Worker
Strategy

vy

e X

Runner size
Shards
Retries

Queue time

QA Decision Maps * Practical Thinking Tools

Manjunath N P | manjunathnp.in | github.com/manjunathnp | linkedin.com/in/manjunathnp
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. 0woa o

&

CPU
Memory
Browser capacity

DB capacity

External Limits

(2) Rate limits

& Third-party quotas

2

Login limits

API caps

e Test Type

©@ WMt %

Independent
Serial workflow
Stateful

Long-running
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Playwright Trace Investigation Map

Turn trace data into a structured debugging workflow

@ Timeline

Browser differences
Unhandled rejection

CSP

B ;
PP Next Action , e DOM Snapshot
(4 (® Failure moment
- f
f' Fix app 44 Prior action [ @ Element state
B Fixtest X Waits f @ \Visibility
(@ Fixtiming ¥  Navigation II. Aa  Text
il Add observability | BB Layout
/
@ Source e Actionability
<[> Teststep ¢ Attached?
Q@ Locator & Covered?
@ Assertion () Enabled?
S  Fixture Q) stable?
e Compare Network
E Passing trace Failed request
° Console &
€9 Failing trace @2 Slow response
@ Errors
L] Localvscl @ Unexpected payload
Warnings
B A 2 Redirect
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04 PLAYWRIGHT ENGINEERING DECISIONS

Network Mocking Decision Map

Use mocks where control matters without losing contract confidence

@ Goal

* Decision 3 Mock Benefits
G Ul behavior

& Mock A Failure path Speed

E Real <[> Edge payload Control

¢y Hybrid £  Determinism
@ Contract-first

e Scope (0\
%
O
-

Repeatability

Rare scenarios

SNew

Mock Risks

One route @® Q o

One service MOCk
Whole backend N etwo rk?

Third party

Contract drift
Unrealistic timing
Missing headers

Hidden integration bugs

Real Traffic

0 Validation

Contract test Integration confidence

asmwa@ miu@me

:n: Schema check Auth
K Real API suite éa Caching

@ 500
Periodic end-to-end Backend behavior

® Timeout

% Malformed
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Ul Setup vs API-Assisted Setup Map

Prepare state efficiently without losing the behavior under test

e API Setup p
L uisetup o Under Test
4 Fast
@R Realistic Setup important?
@ Direct ® ik
Slow
® 0 Stable |;| Ul flow target?
Brittl
é’ i s Data-focused 5 Backend contract target?
© Visible

W Customerimpact Data risk

g Business value Setu p
27 Revenue / growth M et h Od

:&', Stakeholder priority
Next Action

Evidence
} Set up via Ul

E Logs
B seeeines 0 Permissions e Data Volume <> Setup via API

Reputational risk

Test fragility

© % ep

Time to resolve

Video 2 Role-specific setup B Onerecord — UseHybrid
(9 Meatiics a Ownership Many records ﬁ Leverage Seed utility
“ Tenant x Complex state
@ Auth @i Cleanup
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MAP 040 OF 100

04 PLAYWRIGHT ENGINEERING DECISIONS

Page Object vs Component Abstraction Map

Choose abstractions that match product structure and change patterns

0 Component Object

Page Object

Page workflow
Navigation

Domain actions

QL0000

Stable page boundary

Business Impact

Customer value
User experience
Revenue / growth

Time to market

Evidence

Tests & logs
Screenshots

Video

vaw@ ®'=§:-\.o

Metrics

-

*

Reusable widget
Maodal

Table

Header

Form section

Automation
Abstraction

@ Decision

=
&
<[>
4

Page
Component
Helper

Keep inline
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e Maintenance

QWOBQ

Change locality
Readability
Discoverability

Reuse

© " Signals

Q Repeated selectors
, Repeated actions
c<: Shared behavior

2% Clear ownership

Avoid

One giant page
Utility dumping ground
Hidden assertions

Excess wrappers

Data

O <5000

Input objects
Domain types

Builder

it > % @

Defaults
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API and Integration Quality

Evaluate API contracts, access boundaries, consistency, failure handling, throttling,

dependencies, and compatibility.
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MAP 041 OF 100 05 API AND INTEGRATION QUALITY

API Failure Investigation Map

Troubleshoot API problems with structure and speed

Request A P

Next Action Q 9 Authentication /
— <[> Method correct? Authorization

Raise defect . p— J’ Endpoint correct? Token valid?

Fix test data = E Headers Scopes [ roles

Update contract — B Payload shape Session / cookie

Escalate dependency issue = Q Query / path params Object access

Risk / Impact Response

®
Customer-facing?

Security-sensitive? A P I
[
Revenue path? Fal I u re

Widespread or isolated? Request » Response +
State « Impact

Status code
Body content
Error message

Schema / contract

e
i »oahe RID Y B W
(rm lnbmnlal@ Qe ey

Environment / Config Data / State
& Base URL S Sseeddata
@ Secrets QQ Record exists?
W Feature flag Dependencies — o DBstate
£ Version mismatch Timeout r 0 pempareneY

Downstream service

_ ‘= i= Preconditions
Retry behavior Queue [ event

Eventual consistency Cache

©
|
¥ (0 B8 6 e

D Qe

Slow dependency Third-party integration
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MAP 042 OF 100 05 API AND INTEGRATION QUALITY

API Contract Risk Discovery Map

Find where API changes can silently break consumers

@ Request

O Mitigation B Required fields € Response
¥ Versioning Aa Types B Fields
Contract tests i=  Enumvalues Aa Types
(® Deprecation </> Formats @ Nullability
il  Monitoring ‘= Ordering

e Consumers e Status

@ web (@ Success codes

D Mobile API @ Error codes

£ Partner ContraCt (-, Redirects

E Internal service ,c' Retry signals

e Evidence e Headers
(R o Compatibility B Contenttype
L {} Openapi © Added field S Cache

R d field

= [ Consumer tests © Removedfie @ Auth

M Renamed field :
s s L @ Version

¢: Semantic change
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MAP 043 OF 100 05 API AND INTEGRATION QUALITY

Authentication & Authorization Boundary Map

Test identity and permission boundaries as separate problems

2 Authentication . Authorization
Q) Valid token & Role
0 Invalid token @ Scope
(® Expired token Ownership
@ Missing token B Tenant

Resource

Business Impact

O

1l Data exposure Own object

W
A Privilege escalation Access 2 Otheruser's
© Fraud B oun d ar © Restricted object
O Compliance y W Admin-only
[ " 0
Evidence 0 Action
® status ® Read
A Error body ;! Create
Session Bypass ®

B Auditlog i Update
Q No state change ® Logout </> Direct API M Delete

&5 Revocation £ Hidden Ul

& Rotation 8 ID tampering

#2% Concurrent sessions Q Method change
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. @] Evidence

S DBstate

‘= Events
Billing
Audit log
Persistence

Expiry
Scope

Replay

O veocud® oo

& = b 1
B - Y b

Locking

Idempotency key storage

Same request simultaneously
Different keys

Race condition

05 API AND INTEGRATION QUALITY

Idempotency Testing Map

Verify repeat requests do not create unintended side effects

Concurrency

>

QA DECISION MAP 044

@ Failure Timing
o
s |
L¥)
=

e Operation

Payment
Order

Booking

SN B oo @

Update

o

Repeat
Request

Timeout after commit
Client retry
Network drop

Partial response
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' et &3

© P <

@ mnmee S b @ %

Same Request

Same key
Same payload
Same user

Same endpoint

Duplicate Risk

Double charge
Double order
Double email

Duplicate record

Responses

Same result
Conflict
Cached response

Safe no-op
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MAP 045 OF 100 05 API AND INTEGRATION QUALITY

Pagination, Filtering & Sorting Test Map

Test list APIs beyond the first happy-path page

Page Size Y  Filtering

P) Pagination

44 First © Min Y Single filter
B Midde i= Default @ Combined filters
Max
PrLeE ® Q Invalid filter
QO Empty /A Toolarge
Q No match
A Out-of-range
Security * amm e Sorting
§ o—
B — A
% Tenant leakage L. t @ Asc
I Y Des
& Hidden records s 4 24 L
® Unauthorized filters EndPOInt S Mgl fis
ﬂ Sensitive sort A [P
@ Performance e Metadata

E Large dataset @ LDy #  Total count

§ Deep page @ Duplicate items =>» Next token
£¥ Expensive filter /\ Missing items € Previous token
all  Indexuse &~ Changing data B Page number

t} Stable cursor

QA Decision Maps * Practical Thinking Tools

Manjunath NP | @ manjunathnp.in | O manjunathnp | [} Manjunath NP

QA DECISION MAP 045 Pagination Filtering and Sorting Test Map

Manjunath N P | manjunathnp.in | github.com/manjunathnp | linkedin.com/in/manjunathnp 50



MAP 046 OF 100 05 API AND INTEGRATION QUALITY

API Error Response Quality Map

Evaluate whether failures help clients recover safely

Message
Status 9 ." Structure

-——
m® \
G Clear
<[> Correctclass @ Aciorahe <[> Error code
@  Specific code O Nonsensitve i=  Field errors
&5  Retryable? & Client-friendly &  Correlation ID
@ Consistent B  Details
= Validation
Q Observability 0
@ i=  Missing field
Trace ID
Aa Invalid type
Logs
B = Boundary
Metri
Ill e Q Business rule
A Alerting

Consistency

O

Recoverability Same schema

0 Security

No stack trace

Same naming
Can retry?
Same locale
Can correct input?

No secret 3
Same behavior

gp—p—
QST W

Can escalate? No internal path

ﬁ-)\t)@

Can identify cause? No PII

el 0O
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MAP 047 OF 100 05 API AND INTEGRATION QUALITY

Rate Limit & Throttling Test Map

Test how APIs protect capacity without confusing clients

@ Scope
Q Threshold ; a Response

2  User
‘ Below ﬁ Token A 429
©  Atlimit Q p @© Retry-After
4 Above i TTerant B Error body
<[> Endpoint
5::‘ Burst = Headers
0 Business Impact e Observability
Y Critical flow 1l Metrics
W Checkout B Llogs
& Login A Alerts
¢? Partner API B8 Quota dashboards

Recovery

©

e FairneSS @ c°ncu rrency

a One nOisy client ;&!. Parallel requests ® Window reset
@ Tenantisolation i3 Multiple clients 23 Backoff
Y Priority traffic e Shared quota « Retry success
£ Admin traffic 4 Burst S  Token refill
QA Decision Maps « Practical Thinking Tools
Manjunath NP | @ manjunathnp.in o manjunathnp | m Manjunath NP
QA DECISION MAP 047 Rate Limit and Throttling Test Map

Manjunath N P | manjunathnp.in | github.com/manjunathnp | linkedin.com/in/manjunathnp 52



05 API AND INTEGRATION QUALITY

Eventual Consistency Test Map

Test systems where correct state appears later, not instantly

e Read Timing
[# write

‘= User Experience

4  Immediate
® Accepted @ short delay X Pending state
S Committed @  Expected window £ Refresh
= Queued A Beyond SLA @ Polling
Replicated @ Confirmation

A
Pass Criteria
O z

Retries
& Correct eventually Backoff
(® Within SLA Eventual Iy Max attempts
(@ Noduplicate Cons iIstent Duplicate safety
& Clear status Timeout behavior

- -
Evidence

.3"5@@ @Q#}‘@

Data

s Ordering
Timestamps Stale read
B Events »» Event sequence Partial update
S DB A Lateevent Cross-service mismatch
il Metrics DUpcatgeNert Cache lag

© Missing event
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MAP 049 OF 100 05 API AND INTEGRATION QUALITY

Downstream Dependency Failure Map

Test how your APl behaves when another service fails

Failure Type
ER observability ¥ Timeout £} Ccriticality
i a1l Dependency metric & 500 ~+ @ Required
| A Alert B Malformed response = O Optional
£ Trace (@ Slow response [ €  Enrichment
Dashboard > @ Async
6 Customer Impact ' Fallback
.
Blocked S Cached data
b Dependency B Defaut
L ]
@ Delayed Fallure f Partial response
@ Invisible ° Graceful degradation

e State % Error Mapping
¥7) Rollback @ Retry O Correct status

I Partial commit O safe? B Clear message
0 Compensating action E Backoff GO Correlation ID
i= Queue £ Circuit breaker & Noleakage

o Max attempts
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MAP 050 OF 100 05 API AND INTEGRATION QUALITY

API Version & Change Impact Map

Assess compatibility before changing a live contract

e Change Type
Q  Decision [E) Request

@ Additive
Q@ Ssafedeploy A @ Field added
& \Version B Semantic 3K Required changed
= E h d
F Feature flag a e i= Enum change
(© Delay change Aa Format changed
@ Business Impact @ Response
7 Revenue/ growth < / > I Field removed
sa%  Customer experience API 2 Type changed
) Brand trust h QO Nullability
@®© Operational cost C a ng e B Meaning changed
Evidence @ Consumers
a Consumer tests @ Web
||| Traffic u Mobile
- - D - -
a Contract diff @ Mlgratlon Versm"'“g %@ Partner
3 Monitoring 2 Dual support & URL L1 Legacy client
@ Deprecation <[> Header
€2 Communication P Mediatype
A.f Cutover ® No version
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Al and LLM Quality Engineering

Test Al and LLM systems for correctness, grounding, safety, variability, evaluation quality, and

responsible tool use.
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MAP 051 OF 100 06 Al AND LLM QUALITY ENGINEERING

Al Answer Evaluation Map for Testers

Review Al responses beyond just looks good

e @ Relevance P
'(%;) Correctness | Groundedness
y @ Answers the ask 'y
Factually right? S Uses provided context
yro @ Nodrift s £
Task solved? Mo unsupported claims
2% Audience fit ©
Logic sound? ¢ Source-aligned
B) Context fit
No contradictions 4. Low hallucination risk

e Test Approach @ Completeness
W Golden set
'd b4 Covers essentials
L i= Rubric

Mo major gaps

- & Edge prompts AI : =4

r Useful depth

I @ Adversarial prompts
Response & Actionable output
L. £3 Regression suite

Check + Challenge «
Measure » Trust

Consistency

@ Business Value

S Helpful to user? 4 Stable across retries

@ Decision-ready? |

@ Trustworthy? Format Compliance @ Safety / Policy F

(® Effort saved? |

(]
L=
@ Internally consistent

Terminology consistent

| - {} JSON/schema? © Noharmful content

I - @ Tone? ﬂ No sensitive leakage
= &2 Length? 2 Role-safe

I“’ E Template followed? e Boundaries respected
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06 Al AND LLM QUALITY ENGINEERING

Hallucination Investigation Map

Find why an Al answer sounds confident but is unsupported

=
@
&

Prompt Khowiedge Q Retrieval

: Outdated
Ambiguous Wrong documents

Missing
Missing context Missing chunks

Unknown domain

adin ow relevance
Leading L |

Weak source

Conflicting instructions Stale index

B
»
©®
®
e Mitigation

Better grounding

Risk

© ci0:@

User harm

Wrong decision

v

@ Refusal behavior
e Hallucination 4 IR

o

&1 %
4 Q+# b

Trust .
Human review

Detection 0 Generation
®
|

o

Q  Source check o Context +* Overconfident completion
@ Fact check .
Unsupported inference
6 Q EG s X Truncated ® i
uote chec & 0y :
% ¢ Distracting §§ Citation mismatch
Consistency check ; ;
2 Contradictory A\ Fabricated detail
£  Too much
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06 Al AND LLM QUALITY ENGINEERING

RAG Retrieval Failure Diagnosis Map

Trace bad answers back to retrieval, ranking, or context assembly

Missing doc

@ auery Q v
4

Poor wording

ey Stale doc
Missing intent

Bad metadata

“weom

[ ]

=3

@ Entity ambiguity
= Wrong collection
L=

Query rewrite

0 Evidence

@ Retrieved chunks

Chunking

Too small
Too large
Broken context

Split fact

0 Embedding

Ho  Weak similarity

SR A | ( ]

© Domain mismatch

Y Scores R AG
66 Citations Failure Eﬂ Language mismatch

G Expected source -Ill- Noise

Context e Retrieval
[y Duplicates 9 Reranking Q Lowrecall
A Contradiction ; t Wrong priority a Irrelevant hits
@ Too long * Lost key source :—_" Wrong top-k
E_=* Poor ordering A Scoreissue Y Filterissue

@ Noreranker
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06 Al AND LLM QUALITY ENGINEERING

Grounding & Citation Validation Map

Check whether Al claims are actually supported by sources

Claim

Factual
Inferred
Opinion

Recommendation

Risk

High-stakes
Legal
Medical
Financial

Operational

Attribution

Source says
Model inferred
User provided

Unknown

Source Match e
E Citation

@ Exact support
@ Partial support
@ No support

@ Contradiction

& Correct source
€6 Correct passage
@ Correct claim

[4 Accessible

@ Freshness

Current

Qutdated

Claim + ™
Source

Version mismatch

Time-sensitive

e Completeness

o Key claims cited

pa ¢ O &

@ o

@ Accept

F Flag

&3 Regenerate

e Missing citation
o Over-citation

:: Citation drift

& Human verify
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Prompt Injection Test Design Map

Test whether untrusted instructions can override intended behavior

o Attack
-, Source @ Scope

® Ignore instructions

®  User input ® Direct
- % @ Reveal secret -
Retrieved doc say Indirect
B &3 Changerole i
@ Web page “’3 Multi-turn
A~ Call tool
&~ Tool output 5l Cross-document

Business Impact . 0 Data Risk
|
L]

Customer trust ¢/> System prompt

Revenue loss Secrets

Prompt
Injection

Reputation damage PIl

Internal context

Outcome e Tool Risk

Blocked
O Partially followed
i Def
e Evidence 0 efenses

Operational disruption

() D - >

@ @xtmi-@

Unauthorized action
Wrong target

Excessive scope

DX OP

@ safe escalation B Output IR Instruction hierarchy Data exfiltration
A Tool calls Q Ssanitization
© Refusal a Tool permissions
S Logs @ Confirmation
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06 Al AND LLM QUALITY ENGINEERING

Al Regression Datasset Design Map

Build datasets that catch meaningful quality regressions

Use

Baseline

Release gate

1l Model comparison

2% Prompt regression

@ Diversity

o

-

Lo

“wmwoe e

©

be 51 B [F

Language
Tone
Length
Domain

Difficulty

Maintenance

Versioning
New failures
Retire stale cases

Ownership

9 Core Tasks

Common user asks

Critical workflows s (@ Ambiguity

. O

= Conflicts

/m @ Edge Cases

High-volume intents Long context

B WD De

Key personas

+ @p Rareinputs

e Failures

Known incidents

Hallucinations

Evaluation
Dataset

Unsafe outputs

D& %

Format errors

@ Ground Truth

@ Expected answer
Balance
W Rubric
® Easy S Source set
@ Medium ‘—_' Acceptable variants
® Hard
Q) Adversarial
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06 Al AND LLM QUALITY ENGINEERING

LLM Evaluator / Judge Reliability Map

Test the evaluator before trusting the score

a Rubric 9 Consistency bIA Bias
B Clear criteria £3 Same answer repeated B \Verbosity
@ Anchors « Order changes 4 Style
B Examples CJ Prompt variants 2 Position
! Temperature Brand/name
3= Weighting 8 ®
@ Familiar wording
@ Decision
Agreement
T (—)a -
= Tune rubric e & Human s judge
% Ensemble AI JUdge aa Judge vs judge
S Human review 9 Expert vs generalist

@ Evidence @ Calibration
il Confusion matrix e Failure @ Easy cases
% Agreement rate @p Hallucinated critique @ Hard cases
B Examples € Missed defect {3 Borderline
A\ Disagreements € Over-penalty €) Known wrong
¥4 Under-penalty
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Agent Tool-Use Risk Map

Evaluate whether an Al agent uses tools safely and correctly

/2~ Tool Choice @ Parameters (P Permissions

Correct tool '@ Correct target 2 Authorized?

KA
Unnecessary tool ww Correctscope a Least privilege?
Wrong tool @ Valid values :, User confirmation?

E No fabricated IDs

Missing tool A Sensitive action?

Business Impact

S

Customer impact

Revenue / growth Ag ent
Reputation ACtiO n

Destructive action
Data leakage

Irreversible change

P O W 3%

@ («i#l‘siz-e Q=0

Cost / efficiency Fraud risk
Evidence e External State
Outcome
a Tool log @ Stale data
B Before/after state @ ST : Race
. ” ® Safe refusal — o
o Confirmation 3 Partial failure
s Recoverable failure
A Error handling S Changed resource
A Unsafe action
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Al Output Variability Testing Map

Measure whether variation is acceptable, useful, or risky

Control

Better prompt

Risk

High-stakes

User trust

Metrics

Pass rate
Variance

9
Pad
A Worst case
@

Consistency

Lower randomesss

Stronger schema

Post-validation

Automation consumer

Structured output

Repeatability

Same prompt
Same context
\ Same model

Same settings

@ )

Variable
Output

Context Sensitivity

Small wording change

A
4 Extra context
“'_’ Order change

4|+ Noise
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Structure

Length

B
&8

-~ @ Tone
*

Recommendation

Acceptable Variation

3 Wording
Q Examples

i= Ordering

4 style

@ Unacceptable Variation
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G Policy
E Calculation

B Required fields
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06 Al AND LLM QUALITY ENGINEERING

Human Review & Escalation Decision Map

Decide when Al output needs a person before action

Domain

Where does it apply? Confidence

How sure are we?

@ Impact
How significant is the effect?

Al Low @ General il Strong evidence
ol Medium £ Operational O Partial evidence
o i 2
. Financial
ol High = ' A\ Conflicting evidence
Legal/medical
Irreversible ° og o Unknown
Signals Novelty
What raises concern? How familiar is it?
Citation gap G Routine
Safety flag 4' Edge case

Low score AI output 28~ New scenario

O . .0
NPbao >

Model disagreement E Policy exception
Reviewer Actionability
Who should look at it? What can be done now?
Decision :
; User @ Wri?dife do? o Informational
fah SME ' Auto-accept @ Recommendation
o Approver Q, Sspot-check (4 External action
0 Compliance ; Mandatory review E] Transaction

© Block/escalate
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Risk Business and Release Decisions

Connect quality evidence with customer impact, business risk, release readiness, prioritization,
and decision confidence.
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MAP 061 OF 100 07 RISK BUSINESS AND RELEASE DECISIONS

Quality Risk Discovery Map

Discover what really matters before testing begins

Customer Risk

lll Prioritization @ User frustration a Business Risk
S Dataloss
@ Likelihood = £ Revenueloss
& Wrong output
Impact
* i G Blocked journey N Pacn
B, Detectability 6 Accessibility barrier 0 Compliance issue
0 Mitigation Q’ Operational overhead

Product / Workflow Risk

©

@ Operational Risk
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07 RISK BUSINESS AND RELEASE DECISIONS

Risk-Based Test Prioritization Map

Spend test effort where failure would matter most
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07 RISK BUSINESS AND RELEASE DECISIONS

Customer Journey Risk Map

See quality risk through the user's complete journey

Entry @ Core Task o Critical Moments

Q Discover Q  Search @8 Payment
Select
& Login k . Save
& Deeplink S (Confloure @ Confirmation
4  Submit
¢ Campaign 28  Handoff
0 Trust . o Interruptions
- A C .
~» = Dataaccuracy P P - &7 Refresh
s @ Messaging customer e (O Timeout
e @ Security Journey e & Back
e @ Privacy : ‘e L3 Retry
SR
/ |
v
6 Accessibility f w Q Outcome
e Dependencies
- B Keyboard e Q Success
-+ o) Screenreader + & AP e g Recovery
Payment
=] O Contrast B Paymen = 0 Support need
; Email
‘s A\ Error guidance £ ‘e (© Abandonment
Ls @ Third party
QA Decision Maps * Practical Thinking Tools
Manjunath NP | @ manjunathnp.in | O manjunathnp | m Manjunath NP
QA DECISION MAP 063 Customer Journey Risk Map

Manjunath N P | manjunathnp.in | github.com/manjunathnp | linkedin.com/in/manjunathnp 70



MAP 064 OF 100

e

Revenue-Critical Flow Risk Map

Focus quality effort where defects directly affect business outcomes
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07 RISK BUSINESS AND RELEASE DECISIONS
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07 RISK BUSINESS AND RELEASE DECISIONS

Release Readiness Decision Map

Use evidence, not optimism, to decide whether to ship
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MAP 066 OF 100

07 RISK

BUSINESS AND RELEASE DECISIONS

Regression Scope Selection Map

Choose the right regression depth for the change and risk
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MAP 067 OF 100 07 RISK BUSINESS AND RELEASE DECISIONS

Should This Bug Block the Release? Map

Decide release impact using evidence and business context
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MAP 068 OF 100 07 RISK BUSINESS AND RELEASE DECISIONS

Severity vs Priority Decision Map
Separate technical impact from business urgency
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MAP 069 OF 100 07 RISK BUSINESS AND RELEASE DECISIONS

Change Blast-Radius Assessment Map

Understand how far a seemingly small change can travel
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07 RISK BUSINESS AND RELEASE DECISIONS

Quality Evidence Sufficiency Map

Decide whether there is enough evidence to trust the release

9 Test Results
@ Requirements _

: Exploration
- @ Critical pass Q P

B Clear )
| A Failures understood @ Risk areas explored
v Covered ~ ,
¥ e gl ®  New behavior challenged
&7 Changed .
all  Coverage
® Unknown @ Unknowns reduced

) ==

A\ Highrisk areas
Q© Security risk

@ Business Impact

" Revenue / customer value

Customer-facing Quality
Brand reputation H
° Evidence

A Defect severity

Time to market " Release risk

Evidence Context @ Defects

G 0 T L
© * ¥

Logs & metrics Known

Screenshots ot W Production
o= =
@ Decision Readiness
Video / session

13
@ Accepted
L))
~

XYD(II@

Mitigated
Sufficient Monitorin .
Environment / config o - - Trending
@» Need targeted evidence ‘ Alerts
:: Need broad evidence s Rollback
e Stop release 0 Support

QA Decision Maps « Practical Thinking Tools

Manjunath NP | @ manjunathrp.in 0 manjunathnp m Manjunath NP

QA DECISION MAP 070 Quality Evidence Sufficiency Map

Manjunath N P | manjunathnp.in | github.com/manjunathnp | linkedin.com/in/manjunathnp 77



Non Functional and Cross System Quality

Explore performance, accessibility, security, privacy, resilience, localization, time, and
cross-system quality risks.
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MAP 071 OF 100 08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Performance Bottleneck Triage Map

Find where response time is being spent before tuning blindly
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08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Accessibility Risk Discovery Map

Find barriers before users discover them
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08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Security Testing Entry-Point Map

Know where to start looking for practical application security risks
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MAP 074 OF 100

08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Localization & Internationaliization Risk Map

Test whether the product works beyond one language and locale
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MAP 075 OF 100 08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Cross-Browser Compatibility
Investigation Map

Isolate whether a defect is browser-specific or product-wide
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MAP 076 OF 100 08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Resilience & Recovery Test Design Map

Test whether the system fails safely and comes back cleanly
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MAP 077 OF 100 08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Data Privacy Test Thinking Map

Test how personal and sensitive data is collected, used, and exposed
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08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Date, Time & Timezone Failure Map

Catch bugs that appear only when clocks, calendars, and locales disagree
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08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Third-Party Integration Risk Map

Plan for dependencies you do not control
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MAP 080 OF 100 08 NON FUNCTIONAL AND CROSS SYSTEM QUALITY

Observabiity & Monitoring Gap Map

Find what the team cannot currently see when quality fails
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Everyday QA Engineering and Team

Decisions

Strengthen everyday QA practice through better reviews, Cl feedback, exploration, evidence,

guestions, and incident learning.
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MAP 081 OF 100 09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

Defect Report Quality Review Map

Make bug reports faster to understand and easier to act on
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MAP 082 OF 100 09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

Test Case Value Review Map

Keep test cases that add signal instead of paperwork
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09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

Test Automation Code Review Map

Review automation for reliability, readability, and useful signal
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09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

Pull Request Test Impact Map

Connect code changes to the tests and risks that matter
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09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

CI Pipeline Quality Diagnosis Map

Find whether slow or unreliable feedback comes from tests or pipeline design
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MAP 086 OF 100

09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

Exploratory Testing Session Design Map

Turn exploration into focused learning instead of random clicking
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MAP 087 OF 100 09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

Test Debt Triage Map

Decide which quality debt deserves attention first
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What Evidence Should QA Collect? Map

Capture the right evidence before a failure becomes a guessing game
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09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

What Questions Should QA Ask? Map

Use better questions to uncover risk before execution starts
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09 EVERYDAY QA ENGINEERING AND TEAM DECISIONS

Production Incident Learning Map

Turn incidents into better systems, tests, and decisions
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Advanced Quality Engineering and
Production Systems

Address advanced production concerns including testability, silent failures, feature flags,
migrations, caching, events, and unknown risk.
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10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Testability Improvement Decision Map

Improve the product so quality is easier to observe, control, and verify
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MAP 092 OF 100 10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Silent Failure Detection Map

Find failures that do not crash, alert, or visibly break
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10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Feature Flag Testing Strategy Map

Test behavior safely when multiple versions exist at the same time
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10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Data Migration Quality Risk Map

Protect existing customer data while schemas and systems change
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10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Cache & Stale Data Investigation Map

Diagnose when users see the right system with the wrong freshness
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MAP 096 OF 100

10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Event-Driven System Test Design Map

Test systems where behavior is distributed across events and consumers
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10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Observability-Driven Test Design Map

Design tests around signals that explain system behavior
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Progressive Delivery Validation Map

Validate quality while exposure increases gradually

> Stage @ Audience . (D cuardrails

2 Internal ' & Employee = A\ Errorrate

2y Canary o Region i G) Latency

o Tenant [

% Small % B ‘ il Conversion

A Broad % Random cohort
L fog ® “+ €3 Support volume
@ Full |
e Rollback N Risk
Y /
4  Fast disable »v & Data compatibility
[ ]

S Data compatibility Progl'esswe ¢ Hidden dependency
<[> Version rollback Release 0 Flag interaction
€ Communication A Traffic spike

e Decision e Quality Evidence

@ Comparison -
e ? Expand © Critical flows
o 0 Pause 515 Control vs treatment i® New defects
—e Q, Investigate — Oldvsnew A Performance
e ¥) Rollback Q  Region vs region B Llogs

QA Decision Maps « Practical Thinking Tools

Manjunath NP | @ manjunathnp.in | 0 manjunathnp | m Manjunath NP

QA DECISION MAP 098 Progressive Delivery Validation Map

Manjunath N P | manjunathnp.in | github.com/manjunathnp | linkedin.com/in/manjunathnp 108



10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Assumption Challenge Map for QA

Expose hidden assumptions before they become escaped defects
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10 ADVANCED QUALITY ENGINEERING AND PRODUCTION SYSTEMS

Unknown Risk Discovery Map

Look beyond known test cases to find what nobody has asked yet
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